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Presenter Notes
Presentation Notes
Thank you, good morning from Mainz in Germany and welcome to the presentation 

Today we will focus on …
My name is …
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Damir Bartakovic
• Since 2018 at SYSGO GmbH
• Since 2021 Project Manger for PikeOS for MPU [1]

[1] https://www.sysgo.com/pikeos-for-mpu

Presenter Notes
Presentation Notes
My name is … and I am at SYSGO since 5 years.
SYSGO provides a Security- and Safety-certified real-time operating system called PikeOS. 
Since 2021 we also offer PikeOS for MPU which depends on architectures with a Memory Protection Unit.
This is the agenda

https://www.sysgo.com/pikeos-for-mpu
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Background 
Security in Space, Study Overview, NG-ULTRA [1, 2, 3]

Usage Scenarios, Use Case and Security Objectives

Security Analysis

Security requirements

Validation and Verification

Certification Support Package

Presenter Notes
Presentation Notes
Let us start with the motivation for Security & Safety in Space
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• Safety – well established in space and aviation
− Aviation and space safety is the result of measures taken in the design, construction, maintenance and operation 

of a spacecraft or aircraft to prevent accidents, failures or unintentional behavior. 
• Security – has been historically low priority for the space and aviation industry but getting more attention nowadays

− Aviation and space security is highly focused on the avoidance of any intentional outside attack or detection of 
vulnerabilities which in a consequence will lead to accidents, failures or unintentional behavior.

[2]

[1] https://www.wired.com/story/viasat-internet-hack-ukraine-russia/
[2] https://hack.cysat.eu/
[3] https://hackasat.com/

[3]

Viasat Attack
Suspected target: 
Ukraine‘s defense communication

Collateral Damage
17.000 Users affected
~ 6000 wind turbines offline

[1]

Presenter Notes
Presentation Notes
For satellite engineering we only have to fulfill safety norms (targeting availability and integrity, correct behaviour)
Nowadays, we also targeting security which adddes the aspect of intentional attacks

Why security is becoming more important?
On the left side we have 2 events the first one organized by the european Space agency (ESA) the second one by the United States Air Force. The goal of this events are that the space engineers get aware that hacking a satellite is not science fiction and to identify the vulnerabilities of satellites so that more secure space systems can be build.

On the right side we have the prove that hacking a satellite is not just science fiction.
The suspected target of the viasat Hack end of Feb. Targeted the defense communication 
The impact of the Anonymous group hack was not that huge. It was just the exchange of the footage message during the tv broadcast




Backup: 
Hack CYSAT is a sattelite from the European Space Agency. The goal is to raise the attantion of the space engineers that hacking a satellite is not science fiction but reality and that they are part of ciritcal infrastructure. 

Hack a SAT is an event sponsored by the United States Air Fore. Targeting to identify the vulnerabilities of satellites and build more secure space systems.  




https://www.wired.com/story/viasat-internet-hack-ukraine-russia/
https://hack.cysat.eu/
https://hackasat.com/
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• In a joint cooperation with ESA, Airbus, TAS and SYSGO the result of this study was the proof that 
the RTOS PikeOS for MPU offers properties and features that allow implementing secure 
applications with different security sensitivity levels for the spacecraft microprocessor platform NG-
ULTRA.

Typical Satellite
System Scenarios

Use Cases

• Define Threats
• Derive security 

objectives for the OS 
and its environment

Security 
Objectives

• Define security
requirements based on 
refined security
objectives

• Risk Analysis & 
Treatment 

Security 
Requirements

• Test & Validation of the
requirements

Requirements
Validation & 
Verification • Use Cases, Objectives, 

Requirements
• Validation Reports
• Guidance to support a 

possible certification

Certification
Support Data 

Package

Presenter Notes
Presentation Notes
The work was carried out around the following high-level activities:
Context and objectives definition resulting in use cases and security objectives derived from typical satellite mission scenarios 
Analysis of possible threats and refinement of security objectives and establishment of a security criticality categorization. (
Production of the RTOS specific security requirements based on security analysis & treatment 
RTOS Requirements Validation and Verification
Guidance security certification of the RTOS and the System 
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Example System based on PikeOS for MPU Architecture

[1] https://dahlia-h2020.eu/ (Deep sub-micron microprocessor for spAce rad-Hard appLIcation Asic)
[2] https://eurospace.org/dasia-conference-aspx/ - Programme : NG-Ultra: a system-on-chip suiting the upcoming space missions  (TAS, May 17th 2022)
[3] https://www.sysgo.com/pikeos-for-mpu

https://dahlia-h2020.eu/
https://eurospace.org/dasia-conference-aspx/
https://www.sysgo.com/pikeos-for-mpu
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In cooperation with ADS and TAS the typical satellite mission usage scenarios e.g.: 
• Earth Observation
• Satellite Navigation
• Satellite Telecommunications
• Deep Space
and use cases deemed relevant for security were analyzed and mapped e.g.: 
• Protection of the OS layer from applications, and applications from other applications.
• Protection of the communication to and from external systems.
• Secure Boot / Secure Update.
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SECURITY OBJECTIVES
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The initial security objectives were derived based on the use cases. e.g.:
• Hardware
• Exclusive access to resources
• Privileged executables
Criticality categorization of security consequences 
has been discussed e.g.:

Severity Categories derived from ECSS safety classification (augmented with security 
aspects)

Presenter Notes
Presentation Notes
Security Objectives are part of the Common Criteria framework and they represent the goals that are to be achieved to counter identified threats, satisfy any organizational security policies and assumptions, and to address any identified vulnerabilities. They are statements of intent, and are expressed either for the Target of Evaluation (TOE) or for the operational environment.
TOE Security Objectives: These objectives represent the intended response of the TOE to the security problem. They are abstract, high-level statements of the security functionality that the TOE is required to implement in order to counter the threats and comply with any security policies identified in the Security Target (ST) or Protection Profile (PP).
Security Objectives for the Operational Environment: These objectives identify the security aspects of the environment in which the TOE will be used. These may include, for example, the physical or procedural measures required to maintain security. These environmental objectives are typically outside the control of the TOE, but still contribute to its overall security.
Each security objective is intended to address a specific aspect of the security problem, either by countering a threat, complying with a policy, or making an assumption explicit. The set of security objectives form a solution to the security problem, and they are used as a basis for deriving the security requirements for the TOE.
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The security analysis in this study relies on a risk assessment framework similar to that introduced in
[ED-203A]/[DO-356A]. This Framework defines steps to be taken in order to assess and manage the
risk e.g.:
1. Identification of potential risks
2. Identification of a scenario for the risk to be exploited
3. Treatment of security risks
4. Identify countermeasures to prevent the risk from being exploited.
5. Categorize potential residual risk effects

The initial security objectives were refined and assumptions, threats added for the analysis.

Presenter Notes
Presentation Notes
Security Threats
A threat is a potential cause of an incident that may result in harm to a system or organization. It could be a person, group, or other entity that could potentially harm an asset. A threat could be intentional (like a hacker trying to gain unauthorized access) or accidental (like an employee mistakenly deleting important files). Threat assessment is a crucial part of the Common Criteria evaluation process.

Sec. Assumption
In the context of the Common Criteria, a security assumption is a supposition about the operational environment or the manner in which a system (TOE - Target of Evaluation) is used. These assumptions can include factors such as physical security provisions, personnel security, system connectivity, system usage, and supportive technology.
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SECURITY RISK TREATMENT
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• The security risks are mapped to use cases identified including an adequate risk classification.
• For each risk the risk treatment means are specified.
• Security risk analysis focuses mainly on the RTOS and handles

• Attacks on the hypervisor
• Communication and interaction of threads in the RTOS
• RTOS Configuration
• RTOS Data Changes
• Error and Fault Handling of the RTOS
• Resource Consumption of the RTOS
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SECURITY REQUIREMENTS
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• The next step was to systematically map the existing security requirements specified in the security 
target to the risk treatments. This was done to enable the mapping of the result of the use cases, 
risk analysis and treatment to the security requirements actually retained in the RTOS 
specifications.

A Security Target (ST) is a document that specifies 
the security properties, objectives, and requirements of 
the product or system (the Target of Evaluation = TOE) 
undergoing the security evaluation.

Presenter Notes
Presentation Notes
A Security Target (ST) in the context of the Common Criteria is a document that specifies the security properties, objectives, and requirements of the product or system (the Target of Evaluation) undergoing the security evaluation.
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• In order to test and validate the security requirements (00106-8000-ST) a mapping to the existing 
requirements of the RTOS components has been established in a traceability matrix (TRACE).  

• This TRACE document has been combined with the test results (TR) to summarize in one single 
document the security tracing and achievement during testing. 
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CERTIFICATION SUPPORT PACKAGE
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The package shows which documents and artifacts must be produced, and what evidence must be 
collected along the lifecycle of the project based on proven standards [ECSS], [ED-203A], [DO-356A] 
and especially for security [CC].

Following key aspects have been identified. 
• Common Criteria or a similar approach as used in this study can be the security standard.
• Certifying the RTOS and SBRTOS (System based on the RTOS) would preferably be done 

separately.
• Lower-level separation security objectives should be provided and validated by the RTOS.
• Certifying SBRTOS would rely heavily on certifying RTOS.
• SBRTOS certification shall specify, high-level system security objectives including analysis of 

security risks and security risk treatments. 

Presenter Notes
Presentation Notes
Although a certification was not the goal of this study, a plan of certification aspects was created and a package to support an eventual certification of the RTOS and the system was produced. The package shows which documents and artifacts must be produced, and what evidence must be collected along the lifecycle of the project and throughout all its activities based on proven avionic ([ECSS], [ED-203A], [DO-356A]) and security standards ([CC]).


Bullett 4: (e.g.: SBRTOS security certification artefacts should be derived from the list of RTOS artefacts)



Copyright © SYSGO  |  

DOCKER IMAGE TO RE-EXECUTE VALIDATION
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• A full-functional test-environment was 
provided including the 
− SYSGO Test Framework (TFW) 
− The target as Arm FVP R52 (Simulation)
− PikeOS for MPU

• Single tests or the complete test run 
can be reproduced

• An introduction with a live demo how 
to use it was conducted. 

Docker

PikeOS for MPUPikeOS for 
MPU Stub

PikeOS for 
MPU

Debian + TFW + Chroot FVP Simulator

Presenter Notes
Presentation Notes
Why 3 times PikeOS? Can we have only 1 image? 
What is STE, SUT?
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• Security for space has become important in most recent times

• A RTOS with a prequalified set of documentation for security is the basis to provide all 

security "features" to be used for security for the SBRTOS. 

• Security certification on system level need further 

investigation depending on the requirements for the SBRTOS.

• The combination of the NG-Ultra SoC & PikeOS for MPU 

have the best prerequisites to fulfil the needed space 

requirements concerning security while maintaining 

safety and dependability

Presenter Notes
Presentation Notes
Let us conclude
Like we saw in the beginning security is important already and I am quite sure it will became more important in the future
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Sales Contact
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...............................................................

www.sysgo.com/twitter

www.sysgo.com/linkedin

www.sysgo.com/youtube

Presentation by Damir Bartakovic 16

Presenter Notes
Presentation Notes
Differences to Linux
Resource partitioning: Static allocation at system startup. Time Partitioning: Strict timed sliced bases scheduling 
Zu erwartende Frage: Was ist der Unterschied zwischen einer Partition (mit execution environment) und einem Linux Prozess? -> Resource partitioning: Static allocation at system startup. Time Partitioning: Strict timed sliced bases scheduling 


NG-Ultra: Alp Kilic Nano-Explore


Competitors:
Greenhills
QNX 
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