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Spacebel

SPB - PROBA - CCSDS - SDLS - Demo -

e |T Systems for the Space sector
e Space and Ground segments
e Mission critical

N\ 4 N\
e EO monitoring applications

e Geospatial management information

e Environment, resources, and territory management
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Space systems and
software engineering

Major EU aerospace companies
and Space Agencies

EO Services

Regional governmental bodies, EC, industry and
public users

Architecture Development Integration Validation

98%
export
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PROBA missions

2 ~
e P o R AP

PROBA 2

PROBA 3 PROBA ALTIUS
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PROBA = automation

From planning to pass execution

o Workflow Engine

SPB - PROBA - CCSDS - SDLS - Demo - CCL

_ "l - » o
acc, | © W & @ a a . < |®m ©
Workflows Flow control View Help
Execution list .
wf_execution_success_1
Status panel - - -
@ Antenna Configuration Configure
Capmen
* @ Init BBE ” SUSPENDED (0)
Reset BBE Generate a report
SUCGESS (0) [ 06112018 16:13:51 SUCCESS (0)
Q AERR Initialization
06/11/2018 16:13:51
»
Get AERR File Update AERR
SUCCESS (0) SUCCESS (0)
Tree view x
Q EOP Initialization
¥ = Antenna Configuration
B Reset BBE o
. Get EOF File Process EOP
¥ i InitBBE
w - AERR Initialization SUCEESS ) SUCEESS ()
B Get AERR File
B Update AERR @ TLE Initialization
¥ - EOP Initialization 06/11/2018 16:13:51
|
B GetEOP File Update TLE

B Process EOP
B Update EOP

> s TIE Initinlizatinn

SUCCESS (0)

© Configure
Equipment 2

06/11/2018 16:13:51

Reset Equipment 2

INITIATING (0)

06/11/2018 16:13:51

SetUp Equipment 2

CONCLUDING (0)

Properties
Name
Description
Status

Start time
expression

Computed start
time

End time

Parameters
AOS
LOS

par3

Variables
vart
var2

vard

©

M Workflow
wf_execution_success_1
Example of successful execution 1
SUCCESS

2018-11-06T15:13:51.6537
06/11/2018 16:13:51

06/11/2018 17:33:51

2018-11-06T16:00:51.653Z
2018-11-06T16:15:02.653Z

par3_value

14
False

var3_value

> Python, Groovy
- TM/TC link

rrAce €
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PROBA = automation

From planning to pass execution
o Workflow Engine

e e > Python, Groovy
> TM/TC link

il

=SS

The Consultative Committee for Space Data Systems

csDhs

The Consultative Cammittee for Space Data Systems:

Report Concerning Space Data System Standards

Recommendation for Space Data System Standards Recommendation for Space Data System Standards

SPACE DATA LINK
PROTOCOLS—SUMMARY
OF CONCEPT AND

RATIONALE Not encrypted
nor authenticated

SPACE DATA LINK
SECURITY PROTOCOL—
EXTENDED PROCEDURES

SPACE DATA LINK
SECURITY PROTOCOL

RECOMMENDED STANDARD RECOMMENDED STANDARD INFORMATIONAL REPORT

CCSDS 355.0-B-2 CCSDS 355.1-B-1 CCSDS 130.2-G-3

BLUE BOOK
July 2022

BLUE BOOK
February 2020

St SDLS standard
to the rescue!
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Application to CCSDS protocol
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PHYSICAL RF LAYER

GROUND

NETWORK p s
b #
v /
ga o CCSDS SPACE DATA LINK
e <. = SECURITY (SDLS) )
@ 77"~ END-TO-END SECURITY (IPSec)

END USER

TT&C SUBSYSTEM

15
[ o

; / ON-BOARD
’ PAYLOAD
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Application to CCSDS protocol
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CCL

e o i TRANSFER FRAME WITHOUT SDLS - -
Spaca Link Protocol Space Link Protocol
Frame Headers Frame Data Frame Trailars
(may be multiple) {may be multiple)
R ———————————————————————y = Y 1 L= = ] = = =YY | T T i T 5 [ PR SSRSRE
Space Link Protocol . Security Space Link Protocol
Frame Headers SEEUTI‘t)‘ Frar_ne I?ata ) Trailer Frame Trailers
PR Ep—" Header (secured by authentication and/or encryption) (optional) | (may be multple)

Primary [optional) ocptional data

sec. header / Frame data “plaintext”™

Ins&rt zone {e.g. ECF)

headar

Bit-masked then authenticated frame

. tional) - . .
Primary (op Security P " Security ocptional data
sec. header / Frame data “plaintext -
t h t . t . ‘ header Insart zone header trailer {e.g. ECF}
Security header Security trailer

Security )

parameter Anti Repiay E;_qumc& Truncated Message authentication code
index SPI num

16 bits 32 bitz 128 bits

_ 10
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Application to CCSDS protocol
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CCSDS frame
+ authentication

+ encryption
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. (optional) )
:::Lag sec. header / Frame data “plaintext”™ u?at'm?ggta
Inzert zone -0.
: Bit-masked then authenticated frame
. tional) - . .
Primary (op Security ) Security ocptional data
sec. header / Frame data “plaintext™ -
‘ headar Insart zone headar trailer {e.g. ECF)
Security header Security trailer
Security )
parameter Anti Replay ;Sequanc.‘& Truncated Message authentication code
index SPI number
16 bits 32 bits 128 bits
Primary se(cc:’ p;?:c?gr/ Frame data “plaintext” optional data
header y P (e.q. ECF)
Insert zone
""""""""""""""""""""" Bit-masked then authenticated frame |
) tional) . . .
Primary (op Security 0 o Security optional data
header sec. header / o Frame data “encrypted trailer (e.g. ECF)
Insert zone
S security header 1 b Security trailer |
Security
parameter Initialisation vector Authentication tag
index SPI
16 bits 96 bits 128 bits :
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Security Associations

* Encryption key ID

* VCID I Authentication key ID
* MAP ID * |nitialization Vector

* Sequence Number

Create SA Rekey SA Start SA
Unkeyed Keyed Operational
(not ready) (dormant) (in use)
Delete SA Expire SA Stop SA

rrAce e 12
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Extended Procedures

< EXTENDED PROCEDURES PDU >
Extended Procedures PDE Header
Tag Extended Extended Procedures PDU
Data Field
. Type User | Service Proc. Pr{;'i::lgul_r:i E':.Iata N
SDLS EP Service SDLS EP Procedure Flag | Group | Ident. J
{bits) i 1 2 4 16 Variable, optional
Key Management | Key Activation
Service Key Deactivation
Sta rt SA repeated N iimes
SA Management Stop SA ar
. gument
. function ID tID
Service Rekey SA o value
EXpire SA fixed d‘fa:racter— uinsi ated deduced
string eger
optional
decuced presence

rrAce €

PUS TC[8,1] application data
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Prototype

ME&C Adaptation stack (SLE)

M SLE compatible
controlled system

SDLS Crypto architecture in 3 layers:

SLE adaptor

1. Generic logical layer

2. ARCA integration layer

T Data Link TC Data Link
Protocol Protocol

3. EGS-CCintegration layer

Parameter Command Packet
Extraction Handler

Reusable with a different crypto appliance
and outside of EGS-CC

Packet Encoding PUS-C Service
and Decoding Maodels

EGS-CC cryptography
m— extension mechanism
Integration is direct

Crypto Appliance
(McC)

- 14
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Prototype —

PROBA MCC
EOntainer 'Eontainer A'
_sese 4 Cssss
7 /|
Container EGS-CC PROBA Simulator
«components =] 1" - - - T~ E «components =]
SDLS Crypto ‘ SDLS Crypto
y,
* SDLS Crypto component
7

ARCA Security Appliance

o In EGS-CC s

CYSCC

o In PROBA simulator ARCA Trusted 05
* 1 ARCA appliance with 2 APIs m—
O oo ) S

«component» = |
Key Vault

9,
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Demonstration

Workflow Engine

e (s

Activities Log

rrAce €

ESA Unclassified - Releasable to the public

SPB - PROBA - CCSDS -

EGS-CC Web Ul

Control - Test SDLS

SDLS - Demo - CCL

16


http://h-sdls-crypto:9080/wfTemplateEditor
http://h-sdls-crypto:9080/wfTemplateEditor
https://h-sdls-crypto:444/
https://h-sdls-crypto:444/
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Conclusions

* Successful exchange of secured TCs and TMs * Demonstrated Extended Procedures for rekeying

o  Authenticated o Deactivate key
o  Authenticated and encrypted o Activate key
o Inclear o Expire SA
* Resilient to cyberattacks o Stop SA
> Repeat attack o Start SA
> Incorrect key o Rekey SA
o Clear instead of secured * Successful integration with EGS-CC and ARCA

*  Workflow Engine can trigger required EKSE and

Python scripts
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Recommendations

Implement all SDLS EP:
o Keys: OTAR, destruct, verify, inventory
o SA: create, delete, set ARSN (window)
* Non-fixed ARSN window
* Self-expiring SA
* Hardware-agnostic cryptography
* Integrate with potential KMS

* In-fly demonstration
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Questions

Catherine Praile
Business Unit Manager
Mission & Control
catherine.praile@spacebel.be
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Jérémie Gaffarel
Space Systems Engineer
Mission & Control
jeremie.gaffarel@spacebel.be
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